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Why should CPAs care about 
cybersecurity?



Cybersecurity 
threats are 
increasing

Cybercrime has 
become highly 
profitable

Source

https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf


Cybersecurity 
threats are 
increasing

Greater opportunity for 
attacks:
• Explosion of digital data
• Increased reliance on 

cloud systems and 
remote work

Source

https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf


Cybersecurity 
breaches are 
costly 

(IBM 2025)

In 2024, the global average cost of a 
data breach was USD 4.44 million 
• In the US, the average cost was USD 10.22 

million
• In Canada, the average cost was USD 4.84 

million

65% of organizations have not fully 
recovered from a breach

Cybersecurity breaches impact the 
entire industry – contagion effects



Cyber criminals 
are getting 
smarter and 
faster 

(CrowdStrike 2026)

AI-enabled attacks increased by 89% – mainly 
through AI-generated phishing and deepfake 
impersonation attacks (CrowdStrike 2026)

The average eCrime breakout time was 29 
minutes, down from 48 minutes in 2024  
(CrowdStrike 2026) 

82% of attacks were malware-free, making 
them harder to detect



Many cyber 
incidents are 
governance 
failures, not 
IT issues

(IBM 2025)

The average time to identify and 
contain a breach was 241 days

26% of breaches occurred due to 
human error

63% of breached organizations do 
not have a formal AI governance 
policy



Cybersecurity 
is a trust and 
liability issue 
for CPAs 

Litt et al. (2023)

• In 2017, Deloitte suffered a cybersecurity 
breach

• For 6 months, hackers had access to client 
emails and username, passwords and IP 
addresses and other sensitive business 
information

• As a result of the breach:
• Existing clients were no more likely to 

dismiss Deloitte post breach
• Audit clients and existing shareholders 

became less likely to approve of Deloitte 
as the company’s auditor.

• Deloitte’s audit clients suffered significant 
negative market reactions post breach



Cybersecurity 
is a trust and 
liability issue 
for CPAs 

(Alhusaini et al. 2025)

Studied 868 IPOs audited by Big 4 firms from 2005–2018. 

When an auditor had experienced a data breach before 
an IPO, companies ended up lowering their IPO price 
revisions by about 4.1%.

That translates to roughly $8.9 million in lost capital per 
IPO on average in this sample. 

The results suggest that auditor data breaches damage 
reputation, because investors perceive higher 
information risk—even when the financial statements 
themselves may be unchanged. 



Cybersecurity is no longer just 
an IT problem.



How can CPAs protect 
themselves from cyber 
attacks?



CPAs are high-value targets 
for cyber attacks



A BEC EXAMPLE

• Fraudster impersonates an 
executive via email to trick 
employees into sending 
money or sensitive 
information

• Fraudster compromises 
legitimate email accounts 
through social engineering or 
other methods

• In 2025, IC3 received over 
24,000 complaints with 
losses over $3 billion



What are the 
most common 
cyber threats for 
CPAs?

Phishing or spear fishing

Ransomware attacks

Third-party risks



Why are humans the “weakest link”

Highly susceptible to 
social engineering 
tactics

High pressure periods 
increase vulnerability

Common behavioral 
risks: 

Password reuse
Clicking unknown links
Rushing approvals



Core Cyber 
Hygiene Practices 
to Protect Your 
Firm From Cyber 
Attacks

STRONG PASSWORD 
POLICIES & PASSWORD 

MANAGERS

MULTI-FACTOR 
AUTHENTICATION 

EVERYWHERE POSSIBLE

REPORTING CHANNELS 
FOR CYBER ATTACK 

ATTEMPTS

DEVICE SECURITY: 
UPDATES, 

ENCRYPTION, SCREEN 
LOCKS

SAFE FILE SHARING 
AND EMAIL 

ATTACHMENT 
PRACTICES

CYBERSECURITY 
INSURANCE



Training & 
Education - 
Trust, but verify

Ongoing (not one-time) 
cybersecurity awareness 
training

Phishing simulation exercises



How can CPAs help their 
clients with cybersecurity?



Help our clients manage their cyber risks

HELP CLIENTS IDENTIFY WHERE 
THEY ARE MOST EXPOSED TO 

RISK

HELP CLIENTS STRENGTHEN 
BASIC INTERNAL CONTROLS

ADDRESS THIRD-PARTY AND 
VENDOR RISKS – SYSTEM AND 

ORGANIZATION CONTROLS 
(SOC) REPORTS 



Help our clients with their cyber disclosures

“Today, cybersecurity is an emerging 
risk with which public issuers 

increasingly must contend. Investors 
want to know more about how issuers 
are managing those growing risks… I 
think companies and investors alike 

would benefit if this information were 
required in a consistent, comparable, 

and decision-useful manner.”

— former SEC Chair Gary Gensler, 
March 2022



US Disclosure Rules

• In 2023, the US SEC issued new disclosure requirements for 
cybersecurity risk and breach disclosure

• Disclosure of material cybersecurity incidents within 4 
business days in item 1.05 of form 8-K

• Describe material aspects of the incident with respect to its: 
nature, timing, scope and impact



Example Disclosures



Example Disclosures



Do investors 
care about 
cyber 
disclosures?

Badger et al. (2026)

New disclosure requirement has not 
changed how markets respond to these 
disclosures

Investors reward disclosure 
completeness over speed

Firms with a history of prior breaches 
experience more negative market reactions, 
consistent with disclosures heightening 
perceived cybersecurity risk



In Conclusion…

• Cybersecurity threats are increasing

• Cybersecurity is no longer just an IT 
problem

• Numerous ways for CPAs to protect 
ourselves and our clients

• Training, awareness, internal controls 
and disclosure are key



Andrea.Kelton@mtsu.edu
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